Parent Resource Guide: Safeguarding Kids in the Digital World

Table of Contents

Page 1. - Welcome: Why This Guide Exists
Page 2. - The Online World: What They’re Up Against
Page 2. - Let’s Talk About the Apps
Page 3. Snapchat
Page 6. Instagram
Page 9. TikTok
Page 12. Discord
Page 15. Twitch
Page 17. Finstagram vs. Rinstagram
Page 22. Vault Apps
Page 27. Other Apps to know
Page 27. BeReal
Page 30. Telegram
Page 32. Reddit
Page 34. Wink
Page 36. Helpful Links to know
Dangerous Challenges and Trends
Sextortion: The Hidden Threat
Hidden Apps and Digital Disguises
Staying Connected Without Smothering
The Warning Signs: When Something’s Off
If Something Happens: Stay Calm, Act Wisely
Talking Their Language: Slang & Codes
Tools That Help You Stay Involved
Family Agreements That Work
Deepfakes, Al, and What’s Real Anymore?
You're Not Alone: Partnering With Support Systems
Moving Forward: How to Stay Engaged
Legal Rights in Texas
Activities That Build Trust
Resource List



1. Welcome: Why This Guide Exists

Parenting has never been easy. But parenting in the digital age? That’s a whole new level.
Screens are everywhere. Apps evolve faster than we can learn them. And our children—who we
once rocked to sleep—now live in a world where one wrong click can change everything.

This guide isn’t about fear. It’s about empowerment. It’s about giving you, the parent, guardian,
teacher, church leader, or caregiver, the tools to protect, guide, and grow alongside the young
people you care for. You don’t have to know it all. You just have to care enough to try.

And you already are. You’re reading this.

2. The Online World: What They’re Up Against

The internet is vast—and not always kind. Social media connects our kids to over 8.7 billion
people. That means strangers, predators, and peer pressure are just a scroll away.

Most parents think, “My kid would tell me if something happened.” But the truth? Kids are
scared. They’re embarrassed. They worry you’ll take away their phone—or worse, that you
won’t understand.

That’s why we start here: with empathy and awareness.

Ask your child: “Who do you actually know on your apps?” Then listen. Without interrupting.
Without judgment.

3. Let’s Talk About the Apps

Some of the most-used platforms feel like digital playgrounds. But what happens when the
playground has no rules—or no supervision?

The truth is, most of these apps weren’t built with child safety as the top priority. Some
platforms do try to help — they add age checks, restrict certain features for minors, limit how
adults can contact kids, filter explicit content, and offer blocking and reporting tools. But those
safeguards are limited, unevenly enforced, and can often be bypassed or misused. That’s why it’s
vital that we, as parents and guardians, go deeper than the surface-level fun and understand
what’s actually happening behind the screen.



3.1 Snapchat

Why Kids Love It

Disappearing snaps and chats feel “low risk” and less permanent.

Fun filters, lenses, Bitmojis, and stickers make it playful and creative.

“Snapstreaks” and streak emojis turn friendships into a daily game—miss a day, lose the
streak.

Group chats, stories, and private stories make it easy to feel “in the loop” socially.

The Risks

False sense of safety: Snaps and chats may disappear, but screenshots, screen recordings,
or a second phone camera do not. Kids often share things they never would if they
believed the content was permanent.

Predators and strangers: Features like “Quick Add,” mutual friends, and username
search can expose kids to adults they do not actually know. Predators exploit the casual,
disappearing nature of messages to test boundaries and push conversations into sexual
content very quickly.

Location exposure (Snap Map): Snap Map can broadcast your child’s live location to
friends or wider groups if it’s not locked down. Over time, someone paying attention can
use those patterns to figure out where your child lives, where they spend time, and when
they’re likely there with little or no supervision.

Bullying and pressure: Harassing messages, sexual pressure (“send pics”), and gossip
can happen in private chats that vanish, making it harder for adults to see what’s going on
or collect proof.

Sextortion risk: Because messages feel “temporary,” some kids send explicit photos that
can be saved and later used to threaten, blackmail, or shame them.

Did You Know?

“My Eyes Only” is a hidden, PIN-protected vault inside Snapchat where users can store
photos and videos away from the main camera roll and regular Memories. If your child
says there’s “nothing” in their snaps, sensitive content may still be stored in this section.
Snap Map can be turned off or limited using Ghost Mode, but many kids leave it on so
friends can “see where they are.”

Snapchat now offers Family Center tools that let parents/guardians see who their teen is
friends with and who they’ve been messaging (not the content), but these tools only work
if you’re linked to your child’s account and your child is registered as a teen.



Snapchat Family Center — Parent Controls

What Family Center Lets You See
Once Family Center is set up, parents/guardians can:

e See your teen’s full friends list.

e See who your teen has interacted with in the last 7 days (but not what they said).
o Restrict some “sensitive” content in Stories and Spotlight.

e Manage certain location-sharing options.

e Report suspicious or harmful accounts directly to Snapchat.

You do not get to read their messages—but you can see the “who” and “how often,” which is
still valuable.

Step-by-Step: How to Set Up Family Center
Before you start:
e You (the parent/guardian) need your own Snapchat account and must be 18+.
e Your child must have a Snapchat account that is registered as 13—17 years old. That’s
Snapchat’s defined “teen age range for Family Center.
1. Parent downloads and signs up
1. Download Snapchat from the Apple App Store or Google Play Store.
2. Open Snapchat and tap Sign Up.
3. Create your account (name, birthday, username, password, etc.).
2. Add your teen as a friend
Ask your teen for their Snapchat username.
In Snapchat, tap the search bar at the top and type their username.

Tap Add next to their name.
Your teen must accept your friend request from their phone.

Nowk

3. Open Family Center

8. On your phone, open Snapchat.
9. Either:
o Tap the search bar and type “Family Center”, then select it, or
o Tap your profile icon (top left) — tap the gear icon (Settings, top right) — scroll
down to Privacy Controls — tap Family Center.



4. Invite your teen

10. In Family Center, tap the option to Invite your teen.
11. Your teen will get an invitation in their Snapchat app.
12. They must tap “Accept” to link their account with yours.

5. Start using the tools

13. Once your teen accepts, you’ll see their profile listed in your Family Center.
14. Tap their name to:

o View their friends list.

o See who they’ve interacted with over the last 7 days.

o Turn on or adjust content restrictions and some location controls.

Why “At Least 13”?

e Snapchat’s own rules say users must be at least 13 years old to have an account.

o If Snapchat becomes aware that an account belongs to someone under 13, they say they
can shut that account down and delete the data.

o Family Center is built for parents/guardians (18+) and teens (13—17). The controls are
designed around that age range.

In other words, the platform’s safety tools are aimed at teenagers, not young children.
“What if I let my, say, 7-year-old have a Snapchat account?”
From a safety and policy standpoint:

e A 7-year-old is not allowed to have a Snapchat account under Snapchat’s own rules and
under common child-privacy expectations.
e Ifyou lie about their age so the account shows 13 or older, Family Center may appear to
work, but:
o Snapchat can close that account at any time if they detect the real age.
o You’re still placing a very young child into an app and content ecosystem built for
teenagers and adults.

For a 7-year-old (and realistically for most pre-teens), Snapchat is simply the wrong tool. A
better approach at that age is:

e Closed, family-controlled communication (e.g., family group texts or photo sharing
where you control all the contacts), or
e Kid-focused platforms where safety and supervision are built in from the ground up.



3.2 Instagram

Why Kids Love It

Visual, fast, and fun: photos, Stories, and Reels make it easy to share life in real time.
Trends: music, challenges, memes, and “aesthetic” feeds help them feel current and
included.

Social currency: likes, comments, views, and followers become a scoreboard for
popularity.

Direct Messages (DMs), group chats, and Close Friends Stories feel more private and
“for us only.”

The Risks

DMs as the back door
DMs are often where things shift from public to private. Even though teen accounts now
have stronger default protections against unknown adults, risk remains when:

o A teen follows or accepts a stranger or “friend of a friend.”

o An adult uses a fake teen profile (“catfish”) to get around protections.
Explore & Reels exposure
The algorithm constantly pushes new content based on what a user watches, likes, or
even just pauses on. Even with teen protections and PG-13 style filters, young users can
still run into:

o Sexualized content and “thirst traps”

o Self-harm, extreme dieting, and body-shaming

o Violence, risky stunts, and drug/alcohol content

What is a “thirst trap”?

A thirst trap 1s a photo or video that’s intentionally provocative or suggestive to get
attention, compliments, likes, and new followers. It does not have to be nude to be sexual.
For kids and teens, this normalizes posting more and more revealing images to feel
“validated.”

What is doomscrolling?

Doomscrolling is when someone keeps scrolling through content—often intense,
negative, or emotional—long after they meant to stop. Reels and the Explore page auto-
play the next video, and “just one more” easily turns into 30—60 minutes. That can mean
a steady stream of anxiety-fueling content (violence, drama, self-harm, extreme dieting,
etc.).

Dopamine hits, just like a slot machine
Every time your child:

o Refreshes to see new likes, comments, shares, or followers, or
o Swipes to the next Reel wondering, “What’s next?”



their brain gets a small burst of dopamine—a chemical tied to reward, motivation, and
“that felt good, do it again.”

Because the rewards are unpredictable (sometimes they get a big response, sometimes
nothing), it works a lot like a slot machine. That “maybe the next one will be even better’
feeling is what keeps them pulling the lever—refreshing, swiping, and watching—far
longer than they planned, even when the content isn’t healthy.

b

e Self-harm, extreme dieting, and body-shaming
The more a teen lingers on body-focused or mental-health content, the more the
algorithm feeds them similar posts. That can quietly flood their feed with extreme
dieting, “perfect” bodies, self-harm talk, or toxic comparison—often without a parent
ever seeing it.
o Violence, risky stunts, and drug/alcohol content
Reels can glamorize fighting, pranks, vandalism, drinking, or drug use. Because it is
edited to look fun and consequence-free, kids see the high-energy payoff, not the real-
world fallout.
e Public account = public access
If a teen switches off private settings or lies about their age, strangers can:
o View and share their photos, Stories, and Reels
o Comment, tag, or mention them publicly
o Use visible details (school logos, team jerseys, neighborhoods) to piece together
where they live and hang out
o Hidden or “finsta” accounts
Many teens run secondary or “spam” accounts with a smaller circle. These are often
where more risky content, drama, or concerning interactions show up—and where
parents are least likely to be connected.

Did You Know?
Teen accounts (ages 13—17) on Instagram are increasingly:

o Private by default — new teen accounts usually start as private, so teens must approve
followers.

o Using tighter messaging limits — many unknown adults can’t just cold-DM a teen;
they’re limited or blocked from starting new conversations.

e Restricted in recommendations — Instagram is supposed to avoid pushing obviously
adult or harmful content to teens through Explore, Reels, and “Suggested for you.”

These are helpful, but they are not a complete safety net:

o They can change if a teen alters settings, lies about their age, or switches to a different
account.

e Algorithms still learn from what a teen watches, likes, saves, and lingers on, which can
quietly shift their feed toward riskier content over time.




What Supervision Tools Actually Do
Instagram’s Supervision tools allow a parent/guardian (18+) to link to a teen’s account and see:

e How much time their teen spends on Instagram

e Who they follow and who follows them

o Some setting changes (for example, if they make their account public)
o Time-management features (like daily limits and quiet times)

What parents do not see:

e The content of DMs

o The content of posts, comments, or Stories in private accounts they don’t follow

e Screenshots, saved media, or what might be happening in a separate, unsupervised
account

Teens still control what they post, who they message, and what they say—but parents get a
clearer picture of who is in their teen’s digital world and how much time is being spent there.

Why Parents Still Matter (A Lot)
Even with teen defaults and supervision:

e A teen can create a second or “finsta” account using a different email, username, or
phone number that parents never see.

e They can share login info with friends or partners, or let others post from their account.

o They can change settings back after a conversation if there’s no ongoing follow-up.

That’s why parents and guardians still need to be:

e Involved — occasionally sit down next to your teen and have them walk you through how
they use the app, who they follow, and who follows them.

o Intentional — set clear family expectations about social media use (age, time limits,
privacy, what’s off-limits, and what must be told to an adult).

e Educated — understand that “private,” “teen account,” and “supervised” do not mean
“safe by default.” They mean you have better visibility, but you still need ongoing
conversations and spot-checks.



3.3 TikTok

Why Kids Love It

Endless, fast entertainment: A constant stream of short videos tailored to what they
watch, like, and share.

Trends and challenges: Dances, skits, memes, “sounds,” and filters help them feel part
of what everyone’s talking about.

Easy to create: Powerful editing tools, music, text, and effects built into the app let kids
make polished videos from a phone.

Community and identity: Niche “sides of TikTok” (gaming, sports, beauty, mental
health, fandoms, etc.) help them feel seen and understood.

The Risks

Algorithm rabbit holes
TikTok’s “For You” page learns quickly from how long a user watches, what they
rewatch, like, comment on, or share. That can move a child from silly animal videos to:

o Sexualized or suggestive content

o Self-harm, suicidal ideation, or extreme dieting

o Violence, conspiracy content, or hate
often in just a few sessions if they linger on that type of video. Even if your child
doesn’t search for it, the algorithm can push it to them based on watch time.

Dangerous challenges and trends
Kids can be exposed to or feel pressured to try:

o Risky stunts and “challenges” (choking games, theft/vandalism trends, dangerous
dares)

o Misleading “health hacks,” diet trends, or medication advice

o Pranks that cross into bullying, harassment, or crime
TikTok removes some of this content, but it frequently reappears under new
hashtags, code words, or edited formats.

Doomscrolling and dopamine hits
TikTok is designed for non-stop swiping:

o Each swipe is a “what’s next?”” moment, giving the brain a small dopamine hit
when a video lands just right.

o The unpredictability (some clips are boring, some are hilarious, some are
shocking) works like a slot machine, keeping kids swiping longer than they meant
to.

o This can wreck sleep, attention, and mood—especially when the feed skews
toward intense or negative content.

Sexualization, body image, and mental health
Many trends center on appearance, body type, weight loss, and “glow ups.” For kids and
teens this can:

o Normalize sexualized dancing, clothing, and camera angles at very young ages.

o Fuel comparison: “Why don’t I look like that? Why isn’t my life that exciting?”




o Push them toward extreme dieting, “thinspo,” or self-harm-themed content if the
algorithm picks up on those interests.
o “Thinspo” is short for “thin inspiration.”
» Operationally, it’s a type of content—photos, videos, quotes, and “tips”™—
that glorifies being extremely thin and often promotes disordered eating
(starving, over-exercising, purging, abusing pills, etc.) as a way to reach
that look.
= Key points you can bake into your guide:
» What it looks like:
» Very thin bodies shown as the “goal”
= Before/after pics with dramatic weight loss
= Phrases like “nothing tastes as good as skinny feels,
be thinner,” or “stay strong, don’t eat”
= Hashtags like #thinspo, #thinspiration, #proana, or “coded”
variants when platforms ban the obvious tags
=  Why it’s a problem:
» Normalizes extreme dieting and self-starvation as “willpower”
= Encourages kids to tie their worth and identity directly to weight
= Often overlaps with self-harm and severe body-image issues
e Strangers, DMs, and live streams
Depending on settings and age:
o Strangers can comment on videos, send DMs (for some age ranges), or show up in
live stream chats.
o Predators may use comments or live streams to compliment, test boundaries, and
move kids to more private platforms.
o Live streaming increases risk because kids can be pressured to respond “in the
moment.”
o Data, privacy, and tracking
TikTok collects significant data on what users watch, how long they watch, device info,
and more. For families already concerned about data privacy and foreign-owned apps,
this is another layer to factor into the decision.

29 ¢¢

skip dinner,

Did You Know?
TikTok has different rules and experiences by age:

e Under 13 (U.S.)
o Technically, kids under 13 are supposed to be on a limited, walled-off experience
(like TikTok for Younger Users), with heavily restricted features and no public
posting.
o Inreality, many younger kids use full TikTok by lying about their age—meaning
they bypass most protections.
o Ages 13-15 (typical “younger teen” accounts)
o Accounts are private by default—only approved followers can see posts.
o Comments from strangers are limited or turned off by default.
o Direct Messages are generally not available to the youngest teens.
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o Duets/stitches (ways for others to reuse their videos) have more restrictive
defaults.
e Ages 16—17 (older teens)
o Can use more features (like DMs and live streaming) but still have some safety
defaults and prompts.
o TikTok may nudge them to use time limits and bedtime reminders, but they can
choose to ignore them.
e Screen time tools
TikTok offers:
o Daily screen time limits
o Scheduled breaks
o Bedtime reminders
o But these only work if they’re turned on and actually enforced at home.

TikTok Family Pairing — Parent Controls

TikTok’s Family Pairing lets a parent/guardian link their account to a teen’s account to manage
some features remotely. Once set up, a parent can:

e Set screen time limits and scheduling.

o Restrict who can message their teen (or turn DMs off where allowed).
e Control whether the account is public or private.

o Limit whether their teen’s content can be suggested to others.

o Filter certain keywords and types of content.

What parents cannot do:

e Read all of their teen’s messages.
e See every video that shows up on the teen’s For You page.
o Fully override the reality that a teen could create a second, hidden account.

Bottom Line for Parents

o TikTok is highly powerful and highly sticky—brilliant at finding what your child likes
and keeping them watching.
o The same system that serves them fun animal clips and sports highlights can also feed
them sexualized content, self-harm, conspiracy, or dangerous stunts if they linger on it.
e Built-in tools (screen time limits, restricted mode, Family Pairing) are helpful, but they
do not replace:
o Clear rules about age and when TikTok is allowed.
o Strong expectations for what is and is not okay to watch, post, or participate in.
o Regular check-ins where you have them show you their For You page and talk
about what they’re seeing.
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3.4 Discord

Why Kids Love It

e Always-on group chat: Text, voice, and video all in one place—friends, teams, and
clubs can hang out in real time while gaming, doing homework, or just talking.

e Servers and communities: They can join servers (group spaces) around anything—
games, fandoms, music, anime, coding, activism, you name it.

e Feels “private” and insider: Invite-only servers, private channels, and group DMs feel
like tight-knit hangouts instead of public social media.

o Powerful features: Screen share, live audio, video calls, bots, memes, and custom
emojis make it feel more like a “virtual clubhouse” than an app.

The Risks

¢ Open door to strangers
By default, if your teen joins a server, anyone in that server can DM them unless settings
are changed. Strangers can send friend requests, messages, and server invites.
e Grooming, sextortion, and sexual content
Discord bans child sexual abuse material, grooming, and sexual exploitation of minors
and says it will permanently remove offenders and report them.
Reality: predators still use private DMs, small servers, and voice calls to:
o Build trust (“we’re just friends,” “I get you more than your parents do”).
o Push conversations sexual.
o Pressure kids into sending explicit images and then use those for sextortion.
o Unmoderated or adult servers
Some servers focus on NSFW (Not Safe For Work) (18+) content, including
pornography, graphic violence, and other explicit material. Discord now age-restricts
these servers so accounts marked 13—17 can’t enter.
But:
o Teens can lie about their age or use a second account.
o Some servers carry adult or illegal content without being properly labeled.
o Extremist, hate, and self-harm communities
Because servers can be created around anything, teens can stumble into or be invited into
spaces that:
o Spread hate, harassment, or radical/extremist ideologies.
o Glorify self-harm, eating disorders, or suicidal ideation.
o Normalize constant drama and cyberbullying.
e “Private” doesn’t mean safe
Private servers and group DMs can feel safe because you “know everyone,” but:
o Screenshots and screen recordings are easy.
o Personal info (real name, school, address, photos) can leak, get doxxed, or be used
to harass.
o Conflicts inside tight-knit groups (breakups, friend drama) can escalate fast and
turn ugly.
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Time sink and sleep killer
Persistent chats, voice channels, and pings make it easy to stay on for hours—especially
late at night. That can hit sleep, school performance, and mood hard.

Did You Know?

Age rules
o Minimum age for Discord is 13 in the U.S. (higher in some countries).
o Under-13 accounts are supposed to be removed if discovered (the company may
restore them if age is verified as 13+ later).
Age-restricted (18+) servers
o Servers can be marked age-restricted/NSFW. Users marked 13—17 can’t join or
view them.
o This only works if age is set correctly and if server owners actually mark the
server as age-restricted.
Safety tools inside Discord
In User Settings — Privacy & Safety, teens can:
o Turn on Safe Direct Messaging (scans DMs for explicit media and filters it).
o Disable or limit DMs from server members (for example, only allow DMs from
friends).
o Restrict who can send friend requests (Everyone / Friends of Friends / Server
Members).

These are powerful controls—but they are not turned to “max safety” by default.
Someone has to go in and configure them.

Enforcement is improving, but not perfect

Discord has stepped up policies, age checks, safety alerts, and reporting, and it’s
implementing age verification in some regions.

However, enforcement can lag behind, and kids can still encounter harmful content or
people before anything is taken down.

Discord Family Center — Parent Controls

Discord’s Family Center is the parent/guardian dashboard for teen accounts. It is opt-in—your
teen has to agree and share a QR code to connect you.

Once you’re connected to your teen (age 13—17), you can see a 7-day activity snapshot,
including:

New Friends: Who they’ve recently added.

Users Messaged & Called: Who they’re talking to in DMs and group DMs (names and
avatars, not message content).

Top Users and Servers: The people and servers they interact with most.

New/Active Servers: Where they’ve recently joined or participated.
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e Total Call Minutes & Purchases: How long they’re on calls and how much they’ve
spent (Nitro, in-app purchases).

You can also adjust some of your teen’s safety and privacy settings from Family Center:

o Sensitive content filters (blur/block flagged media).

e Who can send your teen friend requests.

e Whether server members can DM your teen.

o Some data and personalization settings (how their data is used, sponsored content
personalization, etc.).

What you cannot see or do through Family Center:

e You cannot read your teen’s messages or hear their voice chats.

e You cannot directly control which servers they join or who their friends are.

e Your teen can leave Family Center later if they choose, which removes your visibility
until you reconnect.

Bottom Line for Parents on Discord

Discord is basically a 24/7 group chat plus live audio/video environment. That’s powerful—and
risky.

Built-in tools (Safe Direct Messaging, DM limits, age-restricted servers, Family Center) help, but
they do not eliminate:

o Strangers contacting your child
o Predators using private spaces to groom
o Exposure to explicit, extremist, or self-harm content

At home, parents should drive three things:

1. Locked-down settings
Turn on the highest safety options:
o Filter explicit media in DMs
o Block DMs from non-friends or from server members
o Tighten who can send friend requests
2. Clear, real-world rules — including DM access
Set expectations like:
o “You only talk to people you know in real life or that we approve.”
o “You never share your full name, address, school, or private photos.”
o “Aslong as you’re a minor, we reserve the right to spot-check your DMs and
servers with you. Privacy is earned with trust, not automatic.”
3. Ongoing conversations and spot-checks
Don'’t just trust the app; trust, then verify:
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o Sit down beside them and have them show you their server list and some of their
recent DMs and group chats.

o Ask who people are, how they met, and whether anyone has asked for photos,
personal info, or to move to another app.

o Treat anything secretive, sexual, or aggressive as a safety issue, not just “drama.”

3.5 Twitch

Why Kids Love It

Live content, not just clips: They can watch favorite gamers, creators, or “Just
Chatting” streamers in real time while the action unfolds.

Feels like hanging out: Live chat, emotes, inside jokes, and streamers saying viewers’
names make it feel personal and interactive.

Communities around interests: Servers (channels) for specific games, fandoms,
hobbies, music, art, coding—you name it.

Aspiration: Many kids don’t just want to watch; they dream of being the streamer with
followers, donations, and status.

The Risks

Live = unpredictable
There is no “edit” button on live streams. Even on channels that normally seem clean, at
any moment someone can:

o Start swearing or using hateful language.

o Shift into sexual jokes or body-focused content.

o Show disturbing or graphic material.
Hot-tub / body-focused streams (“Pools, Hot Tubs, and Beaches”)
Twitch created a specific “Pools, Hot Tubs, and Beaches” category to deal with streamers
broadcasting from hot tubs, pools, or beach-style setups.

How it works in practice:

o Streamers (usually adults) wear bikinis or revealing swimwear and sit in an
inflatable pool, hot tub, or similar setup—often indoors, in a bedroom or studio.

o Twitch’s attire rules say swimwear is allowed in a “swim/beach” context as long
as genitals are covered and, for women, nipples are covered; full butt coverage is
not required, but camera focus on breasts/butt/pelvic region can violate rules.

o To stay just inside the rules, streams avoid outright nudity, but the camera is often
framed tightly on the chest or lower body, or the streamer stands, bends, or writes
names on their body when people donate.

o Twitch has had to update policy multiple times because some creators pushed
boundaries with things like “topless meta” (implied nudity through camera
framing) and using their buttocks as a green-screen display, which led to a ban on
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content that focuses on intimate body parts for a prolonged period or implies
partial nudity.

Bottom line for parents:

o These streams are meant to be sexually appealing while technically staying within
Twitch’s “no nudity, no pornography” rules.
o Kids may discover them in categories like “Pools, Hot Tubs, and Beaches” or
“Just Chatting,” or via recommendations if the system thinks they’ll “engage.”
o This normalizes the idea that sexualized, body-first content is a path to attention
and money, which is an important conversation to have at home.
Chat can be toxic—fast
The chat under a stream can include:
o Profanity, slurs, and harassment.
o Sexual comments directed at the streamer or other viewers.
o Spam encouraging kids to click off-platform links (NSFW sites, scams, or “DM
me” predators).
Strangers and private messages (“Whispers”)
If your child has a Twitch account, strangers can:
o Tag them in chat and start conversations.
o Send private messages called Whispers.
o Ask them to move to Discord, Snapchat, or other apps where it’s even easier to
hide abuse.
Self-harm, extreme content, and hate
Twitch bans overt nudity, pornography, and glorified self-harm or violent extremism, but
enforcement is not instant. Kids can still encounter:
o People talking about self-harm, extreme dieting, or suicidal thoughts.
o Highly graphic or violent games and commentary.
o Streams and chats that normalize hate, harassment, or bullying.
Streaming themselves raises the stakes
When kids go live, risk escalates:
o They can accidentally leak personal info (school logos, street signs, mail with
their name).
Chat can pressure them to do dares, say things, or show things they didn’t intend.
Clips can be downloaded, edited, and shared anywhere, long after they think the
moment iS OVer.

Did You Know?

Age rules
o Twitch is not available to kids under 13 at all.
o Ages 13-17 are only supposed to use Twitch with a parent or guardian
supervising, per Twitch’s own Terms of Service.
o Kids can watch many streams without an account, but they need an account to
chat, follow, subscribe, or stream.
Mature content labels don’t catch everything
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o Twitch now requires “sexual themes” and other content labels on some streams
and says those streams won’t be featured on the homepage.

o But kids can still search for or stumble into mature channels, and labels are
applied by creators and moderation after the fact—mnot always in real time.

How OnlyFans Creators Use Twitch
Parents don’t need every brand name memorized—but you do need to recognize the pattern.

Two-platform strategy
Some adult creators run a deliberate two-step pipeline:

e Twitch — the “safer” front door
o Live, mostly clothed, but very body-focused streams
o Categories like hot tubs, dancing, try-on hauls, or “Just Chatting”
o Heavy focus on personality, flirting, and audience interaction
e OnlyFans (and similar 18+ sites) — the back room
o Paywalled, explicit adult content
o Private messaging and custom content for paying adults

Twitch is where they build the audience and the relationship. The adult site is where they cash it
in.

Funnel behavior — how they move viewers off Twitch
Many adult creators use Twitch as the top of a funnel that leads to 18+ content by:

e Placing link hubs (Linktree, personal websites, “all my links”) in their Twitch profile
panels or chat

o Repeating phrases like “link in bio,
other page”

o Keeping Twitch streams friendly but slightly sexualized or body-focused, while saving
explicit material for the paid site

29 ¢

check my links,” “for spicier content go to my

In plain language: Twitch is the advertising channel; the 18+ platform is the product.
Why this matters for you as a parent?

o Twitch rules ban pornography and nudity on Twitch itself, and they restrict direct linking
to explicit adult sites.
e In practice, creators often route around that by linking to an intermediate page (like
Linktree) that then links to OnlyFans or other 18+ platforms.
e For a teen, Twitch can become an on-ramp:
1. They start watching a favorite streamer who is “just in a bikini talking with chat.”
2. They click a profile link or social media icon.
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3. Within one or two clicks, they are on a paywalled explicit site clearly marketed to
adults.

Some of the biggest crossover creators have large followings on TikTok, Instagram, and
Twitch—platforms teens already use—then promote their OnlyFans or similar adult pages to that
same audience.

3.6 Finstagram vs. Rinstagram

o What It Means: “Finsta” is a fake Instagram account kids use for edgy, real, or
unfiltered posts—often hidden from parents. “Rinsta” is the real account parents follow,
which shows curated content.

Many teens and young adults run more than one Instagram account at the same time.
Understanding how these accounts work—and why kids use them—helps you spot both healthy
expression and red flags.

Key Terms

e Rinsta (“Real Instagram”)
This is the main account. It usually has the teen’s real name or something close to it,
more followers, and a “clean,” curated look. This is often the account parents, teachers,
coaches, and family follow.

o Finsta (“Fake Instagram”)
This is a second, private, often hidden account. It usually has a nickname or random
username, a small group of approved followers, and “unfiltered” content that feels more
real, silly, or edgy.

Despite the word “fake,” a finsta is usually where kids feel they are being the most honest and
unguarded, while the “real” account is the polished public version.

Why Kids Use Both
1. Image management
e Rinsta: A highlight reel—vacations, best photos, achievements, friend group pictures,
and content that looks good to everyone.
o Finsta: A back room—inside jokes, bad hair days, failures, drama, and things they don’t

want adults or a big audience to see.

Research shows teens feel pressure to look perfect on their main account and turn to finstas so
they can relax and “be themselves” with a smaller, trusted audience.

2. Privacy and control
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o Teens want a space away from parents, younger siblings, or school staff.
o Finstas are usually set to private and may use fake names so posts are harder to trace.
e Only people who know the username and are approved as followers can see the content.

3. Emotional venting and support
On finstas, kids often:

o Share struggles with school, friends, body image, anxiety, or depression.
e Post late-night thoughts, rants, and “I’m not okay” content.
e Look for validation and support from a tight circle of friends.

This can be positive (peer support and honesty) or a warning sign (unhealthy coping, bullying, or
risky behavior).

What Teens May Post on a Finsta
Content ranges from harmless to high-risk. Examples include:

e Normal but private:
o Embarrassing photos, goofy faces, memes.
o Honest opinions about school, family, or relationships.
o “Spammy” posts—Iots of low-effort photos just for fun.
e Concerning or risky:
Drinking, vaping, drug use, or posts from parties.
Sexualized photos, “thirst traps,” or talk about sending/receiving nudes.
Bullying, gossip, or targeting specific people.
Self-harm references, “I want to disappear” posts, or dark humor about suicide.
Talk or images related to illegal or dangerous stunts.

o O O O O

Not every finsta is dangerous, but a finsta is often where serious issues show up first.
Why This Matters for Parents

1. You may only see the “front” stage.
If you only follow your child’s Rinsta, you may see a well-behaved, happy version. The
real struggles, relationship problems, or risky behavior may live on the finsta.
2. Hidden accounts can hide real harm.
A secret, private account is a convenient place for:
o Online bullying or being bullied.
o Sexting, sextortion, or grooming from adults.
o Dangerous trends and challenges that never appear on the main account.
3. At the same time, not every finsta is a crisis.
Some teens use finstas as a healthier outlet to:
o Escape the pressure of perfection on their main account.
o Share real feelings with a few trusted friends.
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o Laugh, joke, and post content that simply doesn’t “fit” the main account.

The goal is not to panic about every second account, but to pay attention to patterns and stay
connected.

Possible Signs Your Child Has a Finsta
None of these are proof on their own, but together they can signal a hidden account:

e Their friends mention posts or stories you never see.

e You see your child tagged in photos or stories you cannot view (because the tagging
account is private and not connected to the “public” profile you know).

e When you search your child’s name on Instagram, more than one profile looks like them
or uses their photos.

e Your child’s “screen time” or Instagram use seems high compared to the small amount of
activity you see on their main account.

o They quickly switch screens or apps when you walk into the room, especially when on
Instagram or in DMs.

How to Talk About Finstas Without Shutting Your Child Down

You are not going to out-tech your kids. The real leverage is your relationship, not your ability to
chase every hidden account.

Better conversation posture:
o Curious, not accusing.
o “Tell me how this works for you,” not “Hand over every password right now.”
e Focused on safety, not just control.
Sample openers you can adapt to your style:
o “I keep hearing about ‘finstas’ and ‘rinstas.” How common is that in your grade?”
e “If someone had a second account, what would they post there that they wouldn’t post on
their main one?”

e “What would worry you if a friend’s little brother or sister had a secret account?”

These questions let your child talk about “people in general” first. Often, they end up talking
about themselves and their friend group.

Reasonable Family Expectations

Every family will land in a different place, but examples of clear, balanced boundaries include:
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e All accounts must be disclosed.
“If you have an Instagram account, I need to know about it. If you create a new one, you
tell me.”
e We have the right to spot-check, not to stalk.
Parents may build in occasional reviews of accounts, followers, DMs, and privacy
settings—especially for younger teens—while explaining that the goal is safety, not
embarrassment or public shaming.
e No secret accounts used to hide dangerous behavior.
Non-negotiables:
o No bullying or pile-ons.
o No sharing nudes (even with a boyfriend/girlfriend).
o No accounts used to plan self-harm or dangerous stunts.
Consequences should be clear ahead of time and linked to privileges (phone, apps,
data).
o Encourage safer alternatives.
For older teens, it may be more realistic to say:
“If you want a smaller space, use Instagram’s ‘Close Friends’ list or a second account we
at least know exists, instead of a totally hidden, anonymous account.”

What to Do If You Discover a Finsta

o Pause before reacting.
Take a breath. Read more than one post so you see the full picture before you confront
your child.
e Separate “normal teen” from “unsafe.”
o Normal: Cringe photos, venting about homework, complaining about parents.
o Concerning: Self-harm references, sexual exploitation, drug use, threats, or
targeted bullying.
e Address what you see, not just the secrecy.
Instead of only saying, “Why did you hide this from me?”’, name what you’re worried
about:
o “I saw a couple of posts where you talk about wanting to disappear. That matters
more to me than whether the account had a silly username.”
o “Some of these photos could be saved and used against you later. Let’s talk about
how that could play out.”
o Escalate if there is serious risk.
If you see signs of self-harm, suicide, exploitation, or criminal behavior:
o Remove access to devices if needed for immediate safety.
o Involve school counselors, trusted professionals, or law enforcement when
appropriate.
o Treat it as a health and safety issue, not just “breaking the rules.”

Bottom Line for Parents

e A Rinsta is the polished storefront.
o A Finsta is the back room where the real conversations and riskier posts often live.
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e Not every finsta is dangerous, but ignoring them creates blind spots.
e The best defense is a mix of:
o Ongoing conversations.
o Reasonable, clearly explained boundaries.
o A relationship where your child can bring you problems before something goes
badly wrong.

You don’t need to know every slang term or hack. You do need to be the calm, trusted adult who
stays engaged—even when your teen would rather hide behind a second account.

3.7 Vault Apps

e What They Are: Apps that appear to be harmless (like a calculator or music app) but open
hidden folders for storing private images, videos, files, or conversations.

e Popular Examples: Calculator%, KeepSafe, Audio Manager, Vaulty (names change often—
search terms like “calculator vault” or “photo lock™ will pull up similar apps).

e Note: Some of these vault apps require a second passcode to access the hidden material. Even
deleting the app doesn’t guarantee the content is erased if it’s backed up to the cloud or synced to
another device.

e Why Kids Use Them:

e To hide photos, videos, and screenshots from parents or caregivers.

o To keep “private” chats or content separate from their normal apps.

o To save sexual images, explicit messages, or conversations with people parents don’t
know.

e To avoid consequences when they knowingly break family tech rules.

e Why They’re a Problem:

o They can hide evidence of bullying, self-harm, sexting, sending or receiving nudes, or
contact with adults pretending to be teens.

o They undermine any “open device” or “no secrets on phones” agreement you’ve set as a
family.

o The secrecy itself is a warning sign, even if the content in the vault seems “mild.”

e Red Flags to Watch For:
e Multiple calculator, notes, or file apps installed that look nearly identical.
e Apps that open to a normal screen but change when a special code is entered.

e Apps in the “utilities,” “tools,” or “productivity” categories with names like “Locker,”
“Safe,” “Vault,” “Hide,” “Secret,” etc.
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e A big gap between what your child says they do on their phone and the actual
screenshots, photos, and messages you can see.

e What Parents Can Do:

e Name it plainly: Let your child know that vault apps exist and your family does not
allow hidden apps or secret folders.

o Build it into your tech agreement: “No secret accounts or vault apps. Parents can look
through apps, photos, and messages at any time with you present.”

o Review apps together: Periodically sit down with your child and scroll through every
app icon on the phone and tablet. Ask, “What is this? How do you use it?”

e Check for “look-alike” apps: If you see two calculators (or two note apps, two file
managers, etc.), ask why. One may be a vault.

e Remember built-in vaults: Many phones have “Hidden” and “Recently Deleted” photo
folders or “Secure Folder” features that function like vaults. These should be reviewed as
part of any device check.

o Focus on relationship, not just the app: If you find a vault app, the bigger issue is trust
and safety. Stay calm, ask questions, and focus on what the hidden content is telling you
about what your child is facing online.

o Key Takeaway for Parents:

Vault apps are not just about kids “being sneaky”—they’re often a signal that something bigger
is going on online. Treat them as a prompt for deeper conversation, not just a reason to take the
phone away.

Common Vault Apps and How They Work

Important: These apps change constantly. Treat these as examples of what to look for—there
are many copycats that behave the same way.

1. Keepsafe Photo Vault / Secret Photo Vault: Keepsafe

e What it does / how Kkids use it:
Hides photos and videos behind a PIN, fingerprint, or Face ID. Offers cloud backup so
items can be restored even if the app is deleted. Marketed as “the most popular photo
locker and album vault app,” with tens of millions of users.

e  Wrong-password behavior:
Has “Intruder Alerts” / “Break-In Alerts”—it silently snaps a photo of anyone who
enters the wrong PIN and logs the time and date of the attempt.
It does not normally wipe content on wrong attempts; instead it records them.

o Extra stealth features:
Paid versions can add a fake PIN that opens a decoy vault and a “Secret Door” that
disguises the app as something else (like a virus scanner or timer).

e How to spot it as a vault:

o App name includes Keepsafe or Photo Vault.
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o In the app store description, you’ll see words like Aide photos, private photo
locker, secret vault, military-grade encryption.

o On a child’s phone, it may appear as a privacy app, or under a fake icon/name if
“Secret Door” is turned on.

2. Private Photo Vault

What it does / how Kkids use it:
Hides photos and videos in locked albums behind a PIN or pattern; allows taking photos
directly into the vault so they never appear in the normal camera roll.
Wrong-password behavior:
Offers “Break-In Report” / break-in alerts—it can secretly take a selfie of the person
who enters the wrong code and log GPS location when that feature is enabled.
After multiple wrong entries it may offer an email-based password recovery instead of
wiping data.
How to spot it as a vault:

o App name usually includes Private Photo Vault.

o Store description explicitly says it is “#1 app for password protecting private

photos and videos.”
o Icon typically looks like a lock, safe, or vault rather than a normal photo gallery.

3. Vault — Hide Pics, App Lock (by Wafer Co.)

What it does / how Kkids use it:

Huge Android app (100M+ users) designed to hide photos/videos, and in some versions
also SMS, call logs, and contacts. Includes app-locking, private browser, and cloud
backup.

Wrong-password behavior:

o If a security email was set up, entering the wrong password triggers a “Forgot
Password” link so the user can reset and keep their content.

o Some current descriptions note the ability to capture a picture, timestamp, and
PIN code when someone tries the wrong password, similar to other break-in alert
systems.

o Data is usually not auto-erased; instead, files can be backed up and restored from
the cloud.

How to spot it as a vault:

o Name shows up as “Vault — Hide Pics, App Lock” or very similar.

o Store listing emphasizes hide private photos/videos, App Lock, Cloud Backup,
Private Browser.

o On the phone, it may sit inside a folder called “Tools,” “Security,” or “Utilities,”
even though the permissions and description are focused on hiding content.
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4. Vaulty: Hide Pictures & Videos

What it does / how kids use it:

One of the original “photo vault” apps on Android. Lets users move photos and videos
into a hidden gallery behind a password; can also back up files online.
Wrong-password behavior:

Documented to take a picture if someone enters the wrong password and then notify the
user—another version of an intruder selfie/break-in alert system.

How to spot it as a vault:

(@)
©)

App store name usually appears as “Vaulty: Hide Pictures & Videos.”
Description calls it a photo vault / album locker and talks about hiding photos and
videos, organizing them in private albums, and protecting them with passwords.

5. “Calculator” Vault Apps (Calculator#, Secret Calculator, Calculator — Photo Vault, etc.)
There are dozens of clones with very similar behavior.

What they do / how kids use them:

O

O

Look like a normal calculator. They really work as a calculator, but entering a
special PIN (often followed by # or =) suddenly opens a hidden photo/video vault.
Used to hide photos, videos, documents, and sometimes notes or passwords—
without parents realizing it’s not just math.

Wrong-password behavior:

@)

O

Many calculator vaults advertise “break-in alerts” or “intruder selfie”: they take a
photo when a wrong code is entered and may email the image plus GPS location.
Some advanced versions add a decoy vault—a fake set of harmless photos that
opens under a secondary PIN to mislead anyone who forces the child to “open the
app.”

A few lesser-known vault apps (not necessarily the big names above) offer “self-
destruct after X wrong attempts” as an optional setting, meaning content can be
wiped if too many wrong passwords are entered.

How to spot them as vaults:

O

Multiple calculator icons on the phone. If your child isn’t doing advanced math, a
second or third calculator is a red flag.

Calculator app that asks for Photos/Media/Files access or wants to “manage
storage” on install. Regular calculators don’t need that.

App Store / Google Play description mentions phrases like Zide photos/videos,
secret gallery, private vault, AES encryption, intruder selfie, decoy vault, etc.

6. Quick Parent Notes

Intruder selfies are common.

Many vault apps now have “break-in alert” or “intruder selfie” features that quietly take a
photo (and sometimes log GPS) when someone enters the wrong password. The app
sends this to the owner so they know you tried to look.

Self-destruct is rare but real.

Some niche vault apps or advanced settings allow a “wipe vault after X failed attempts”

25



option. It is usually off by default but, if enabled, too many wrong guesses can erase the
hidden content entirely.
e How parents can check for vaults in general:
o Look for duplicate utility apps (multiple calculators, file managers, note apps, or
“cleaners”).
o Open the app stores and search the device for terms like “vault,” “hide photos,”
“secret calculator,” “lock photos”; see what’s installed.
o Review Screen Time / Battery Usage on the phone. A “calculator” with an hour of
daily use is suspicious.

3.8 Anonymous Messaging Apps

e What they are

e Apps (or features inside apps) that let people message without using their real identity—
often with usernames, random matching, “nearby” chat, disappearing messages, or
question boxes.

e Popular examples

e  Whisper (anonymous confession-style posts + DMs)

e YOLO /LMK (anonymous Q&A and message prompts, commonly tied into Snapchat workflows)

o Kik (username-based messaging; easy to talk to strangers)

e Omegle (classic random chat example) — now shut down (Nov 2023), but the same model lives
on in “look-alike” stranger chat platforms.

e Note

e  “Anonymous” does not mean “untraceable.” Kids think it’s off-the-record, which creates a false
sense of safety—and that’s exactly what predators and bullies leverage.

e Why Kkids use them

e Zero friction:
o no awkward face-to-face conversations
e “Drama-free” feeling:
o say anything without consequences
e Social dopamine:
o attention, compliments, “rate me,” Q&A games
e Curiosity:
o strangers feel exciting and new
e Peer pressure:
o “everyone’s doing it”
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e Why they’re a problem

Stranger access at scale (grooming pipeline moves fast)

Bullying and harassment spike when identity is hidden

Sextortion risk goes way up (blackmail thrives on secrecy)

Impersonation is easy (fake classmates, fake teens, fake “friend of a friend”)
Moderation is inconsistent; reporting often happens after harm

¢ Red flags to watch for

Sudden secrecy: hiding screen, cleared notifications, new passcodes

New “friends” they can’t clearly identify in real life

Emotional whiplash after phone use (anxiety, panic, anger, shame)

Mentions of “don’t tell,” “I'll ruin you,” “send money,” or gift cards/cash apps
Increased night use; phone under pillow; “bathroom scrolling” spikes

e What parents can do

Set a non-negotiable rule: no anonymous messaging / stranger chat. Period.

Use device controls (Screen Time / Family Link): block installs, restrict web access, limit DMs.
Audit the phone monthly: installed apps, hidden apps, notification settings, screen time by app.
Build an escalation path: “If you're threatened or pressured—bring me the phone. You’re not in
trouble.”

If something happens: screenshot, don’t delete, report in-app, and escalate if threats/extortion
exist.

e Key takeaway for parents

Treat anonymous messaging like an open door to your child’s life. If an app enables strangers to
reach them with minimal friction, it doesn’t belong on a kid’s phone.

3.9 Other Apps to Know

1. BeReal

e Whatitis:

BeReal is a photo-sharing app built around a daily random notification (“Time to BeReal”). When
it alerts you, you have a short window (typically about 2 minutes) to post. Each post captures
two photos at the same time—one from the back camera (what you’re seeing) and one from the
front camera (your face/reaction). The goal is a “real moment,” not a polished highlight. Friends
can react with “RealMojis” (selfie reactions), and the app encourages posting on-time by limiting
what you can see from others until you post your own. While it’s marketed as authentic and
low-pressure, it can still create urgency (“post now”) and can unintentionally reveal private
details in the background (home, school, routines, locations).
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e Popular examples (similar “real life / quick post” apps):

¢ BeReal
e Locket

(photo widget-style sharing)

e Liveln (friend circle photo drops)

¢ Note to add

e BeReal doesn’t offer a parent-facing dashboard where you can see your child’s activity, contacts,
or messages in one place. Most oversight has to happen the old-fashioned way: you and your
child looking at settings together. Safety on BeReal is primarily “reactive,” not “proactive.” That
means the platform largely depends on users to block/report after something happens
(unwanted contact, harassment, inappropriate comments), rather than preventing it upfront at
scale. Because it’s a smaller platform than the biggest social apps, moderation and safety
features may feel thinner—fewer layers of filters, fewer controls for parents, and fewer options
to limit interactions beyond basic privacy settings. Bottom line: BeReal can be fine with the right
friend circle, but the safety model assumes a mature user who will report problems quickly—
and teens may not always do that.

e Why kids use it:

o Feels “more real” than Instagram/TikTok.
o Less pressure to look perfect (in theory).
e Quick social proof: “everyone posts, so [ post.”

e Why it's a problem:

e Privacy drift (the “background tells the story” problem):

O

O

BeReal is designed to capture whatever is happening right now, so kids don’t
have time to stage or sanitize the scene.

That means accidental reveals: house layout, family photos on the wall,
medication bottles, mail/packages, school IDs, sports jerseys, street views from
windows, car plates, or a computer screen in the background.

Over time, those “small” details can map routines: where they hang out after
school, what room they’re usually in, who they’re with, and when they’re
typically home.

o Stranger exposure risk (social circles expand faster than parents realize):

O

O

BeReal feels “friends-only,” but kids often add “friends of friends” to avoid
feeling left out.

Once that happens, the audience becomes mixed—real friends, acquaintances, and
people they barely know.

Even without a public profile, a wider circle increases the odds of unwanted
attention, inappropriate comments, or someone saving/screenshotting posts and
sharing them elsewhere.

o Urgency creates mistakes (the 2-minute pressure effect):

O

The countdown pushes quick posting. Quick posting leads to poor judgment.
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o Kids are more likely to post in bathrooms/bedrooms, at school where rules apply,
or in moments that reveal sensitive context (“I’m home alone,” “We’re at this
exact place,” etc.).

o Limited safety tooling + no parent controls:

o Compared to larger platforms, there’s less “parent-grade” oversight: no robust
dashboard, limited ways to lock down who can interact, and fewer layers of
proactive filtering.

o The safety model assumes your child will block/report and tell you quickly—yet
many teens delay reporting because they don’t want their phone taken away.

¢ Red flags to watch for:

e Compulsive urgency and mood swings around the daily alert

o Your child stops what they’re doing to post immediately, even during family time,
meals, church, or bedtime.

o Visible stress if they miss the window (“I’m late,” “I have to redo it,” “I can’t be
the only one who didn’t post™).

o They start timing their day around the notification or checking constantly to see if
it dropped.

o “Private spaces” posting and repeated location/routine patterns

o Posts from bedrooms/bathrooms, inside the home, or in places that should stay
private.

o Background details that repeat across days: the same window view, same hallway,
same school hallway, same car pickup line, same gym, same hangout spot.

o Anything that shows identifiers: mail/packages, house numbers, street signs,
school names/mascots, team jerseys with school names, car plates, ID badges,
schedules, or a computer screen with personal info.

e Friend list growth that doesn’t match real life

o A sudden jump in “friends,” especially if they can’t clearly explain who they are
(“friend of a friend,” “we just added each other,” “they go to another school”).

o Adding people they’ve never met in person—especially older teens/young adults.

o They become defensive or evasive when you ask who certain contacts are.

o Increased secrecy and “don’t look at my screen” behavior

o Turning the phone away, locking it quickly, or refusing to show the friend
list/settings.

o Deleting posts frequently or re-posting multiple times (trying to control what
others see).

o Using a second account or changing usernames.

o Spillover into risky behavior at school or in public

o Getting in trouble for phone use because they “had to post.”

o Taking BeReals in inappropriate settings (locker rooms, bathrooms, during class).

o Posting with people you don’t recognize and refusing to say who they are.

e What parents can do:

e Lock the friend circle to real-life only
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o Make it a bright-line rule: “If you haven’t met them in person and I don’t know
who they are, they don’t get added.”
o Watch for the loophole: “friend-of-a-friend” adds. That’s how a “small circle”
quietly becomes a mixed audience.
Build a quick monthly “safety check™ routine (5 minutes, not an interrogation)
o Friend list: scroll it together and spot-check unfamiliar names.
o Privacy settings: verify who can find them, who can interact, and what visibility
options are enabled.
o Safety tools: have them show you how to block and report so it’s muscle memory
when something weird happens.
o Tone matters: position it as a systems check, not a trial.
Use device-level controls to reduce compulsive checking
o Set an app time limit so BeReal doesn’t become a notification-driven habit.
o Add downtime (evening hours) to stop late-night posting and scrolling.
o Require approval for new app installs so “similar apps” don’t slip in unnoticed.
Teach “background discipline” like a simple pre-flight checklist
o Before posting: scan for mail, school logos, badges, address numbers, car plates,
family photos, medicine bottles, and any screen with personal info.
o Avoid bathrooms/bedrooms and avoid posting through windows that show the
street.
o Normalize the idea that “the background is data.”
Set expectations for screenshots and sharing
o Remind them: even if the app feels small and friendly, anyone can screenshot or
save.
o Create a rule: “If you wouldn’t want it on a school hallway bulletin board, don’t
post it.”
Give them a clear “if this happens” script
o If someone unknown comments, flirts, asks personal questions, or pressures for
photos: stop replying, screenshot, block/report, tell you immediately.
o Reinforce that reporting won’t automatically mean their phone gets taken—so
they’ll actually come to you.
Key parent mindset:
o You’re not trying to ban “a photo a day.” You’re managing the two real risks:
expanding audiences and accidental oversharing under a time crunch.

e Key takeaway for parents:

“Real” doesn’t automatically mean “safe.” The risk is what’s revealed in the background
and who’s in the audience. BeReal is marketed as “authentic,” but authenticity can expose
more than it protects. When your child posts in real time, they often don’t notice what the
camera captures beyond their face—room layout, valuables, school logos, street views,
schedules, or clues about when they’re home and where they go. The second risk is audience
creep. A “small friend group” can quietly expand into friends-of-friends, classmates they barely
know, or people they’'ve never met—turning a private-feeling post into something viewed,
saved, or shared by the wrong person. Bottom line: the goal isn’t perfection. It's awareness.
Treat every BeReal like it could be screenshotted and shown to someone you didn’t intend—
because it can.
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2. Telegram

e Whatitis:

e Telegram is a cloud-based messaging app that supports one-to-one messages, large group chats
(often hundreds to thousands of people), and “channels” where one account can broadcast
posts to unlimited followers like a private news feed. It also supports bots (automated accounts)
that can run polls, deliver content, moderate chats, provide “downloads,” or route people into
other groups—so communities can scale fast with very little oversight. Users can share large
files (videos, photos, PDFs) and use features like usernames (so you don’t have to give out a
phone number), which makes it easy to connect with people outside a real-life contact list.
Telegram is frequently used for legitimate purposes (family chats, hobby groups, school clubs),
but the same features—big groups, channels, bots, and easy file sharing—also make it attractive
for private, hard-to-monitor communities.

e Popular examples (similar private-messaging ecosystems):

e Telegram
e  WhatsApp
o Signal

e Note to add:

e Telegram has two different “modes” of messaging, and most people don’t realize the
difference:

o Cloud Chats (the default): messages are stored in Telegram’s cloud so you can
sync across devices (phone, tablet, desktop). These are not end-to-end encrypted
by default.

o Secret Chats (optional): one-to-one only, must be started intentionally, and are
end-to-end encrypted.

o Secret Chats add extra privacy controls that can reduce accountability:

o Self-destruct timers can automatically delete messages after a set time.

o Forwarding can be restricted, which makes it harder to preserve evidence or share
a concerning conversation.

o They’re device-specific (often not visible across all devices), which can make it
harder for a parent to spot what’s happening.

e Practical parent takeaway:

o A teen saying “it’s encrypted” may simply mean “it feels private.” The bigger
issue isn’t the encryption label—it’s that Telegram offers easy pathways to
private, disappearing, one-to-one conversations that adults can use to isolate and
pressure minors.

e Why kids use it:

e Big group chats without parents watching.
e Channels that push content fast (memes, drama, leaks, trends).
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o File sharing is easy (videos, PDFs, “packs,” etc.).
e Why it's a problem:

e “Privacy branding” can create overconfidence: encryption doesn’t protect your child from
the person they’re talking to.

o Large groups/channels can expose kids to explicit content, scams, extremist content, and
illicit marketplaces.

e Self-destructing messages reduce accountability and evidence.

¢ Red flags to watch for:

o Hidden notifications, lock-screen privacy turned way up, or constant clearing chat
history.

e A sudden spike in new “online friends” you’ve never heard of.

e Mentions of “channels,” “drops,” “links,” “bots,” or “private groups.”

e What parents can do:

o Ask to see: whether they use Secret Chats, which channels they follow, and who’s in
their groups.

e Lock down app installs and require approval for new apps.

o Set a family rule: no private messaging with strangers; no joining invite-only groups
without parent review.

o Teach the “screenshot reality”: anything can be saved on another device even if it
disappears.

e Key takeaway for parents:

e Telegram isn’t automatically “dangerous,” but it massively increases the private, hard-to-
audit communication surface.

3. Reddit

e Whatitis:

e Reddit is a massive, user-driven forum network made up of millions of topic-based communities
called “subreddits.” Each subreddit functions like its own mini message board with its own rules,
moderators, and culture. Content is mostly posts + comment threads (often long, fast-moving,
and unfiltered), and users can be largely anonymous by using screen names or “throwaway”
accounts. Reddit isn’t just reading—users can also direct message (DM) and use chat, which
allows private conversations with strangers. Reddit has both an app and an easy-to-access web
version, and it includes “NSFW/mature content” areas that can range from explicit sexual
content to graphic violence or adult themes, depending on what communities a user joins or
searches.
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Popular examples (similar community-forum apps):

Reddit
Discord servers (community-based chat)
4chan-style anonymous forums (varies by platform)

Note to add:

Reddit has mature-content controls and filtering tools, but content volume is huge and
enforcement varies by community. Reddit has also introduced tools that let users hide
participation history from their public profiles, which can make activity harder for
parents to spot.

Why kids use it:

“Real answers” and insider info (school drama, relationships, mental health talk, sex
content, drugs, etc.).

Anonymity: they can ask questions without using their real name.

Endless niche communities that feel like “my people.”

Why it’s a problem:

Reddit is an “everything store” for content.

o It’s not one feed with one rule set. It’s thousands of communities with wildly
different norms.

o A teen can start in something harmless (gaming, sports, homework help) and get
funneled—through comments, cross-posts, and “recommended” prompts—into
mature communities fast.

Accidental exposure is common because discovery is the product.

o Search and comment threads routinely surface sexual terms, pornography-
adjacent content, fetish content, violence, and drug use—even when the original
post wasn’t about that.

o “NSFW blur” and “mature content” settings help, but they’re not a guarantee—
especially if your child toggles them off or uses the web version.

Anonymity is a behavior amplifier.

o Kids will say and do things online they’d never do face-to-face: oversharing,
flirting, swapping photos, venting personal trauma, or joining risky “dare”
threads.

o Throwaway accounts make it easy to run a second life with zero reputational cost.

Direct messaging + vulnerable topics = grooming surface.

o Predators don’t need a public post to engage—DMs allow quiet, private
conversations.

o The playbook is predictable: they spot insecurity (loneliness, relationship issues,
body image, sexuality questions), offer “support,” then steer toward secrecy,
sexual content, or moving to another app.

Sextortion risk is real because proof-of-identity gets weaponized.
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o “Send a pic to prove you’re real” sounds casual. It’s a leverage-building step.

o Once a teen sends anything compromising, the tone can flip to pressure, threats,
or demands (more photos, money, “do what I say”).

e Normalization and escalation happen in niche communities.

o Some subreddits romanticize harmful behaviors (self-harm, eating disorder “tips,”
substance misuse, hate/harassment) or provide “how-to” guidance that teens
aren’t equipped to filter.

o Even when moderators try, volume and re-uploads mean content can reappear
quickly.

e Doxxing and “real-life spillover” risk.

o Teens often reveal identifying crumbs: school mascots, local landmarks, sports
schedules, family details.

o In the wrong hands, that becomes a map—not just a post.

¢ Red flags to watch for:
o “Throwaway accounts,” secret usernames, or refusing to show their profile.
o Suddenly changing settings to allow/blur mature content.
e Use late at night with headphones, and quickly closing the app when approached.
e What parents can do:
o In Reddit settings: disable/show mature content appropriately and enable blurring (plus
limit DMs/chat where possible).
o Put Reddit behind Screen Time limits and/or use device-level web filtering.

e Make it normal to ask: “Which communities are you in right now?”” (Not just “Are you
on Reddit?”)

e Key takeaway for parents:

o Reddit isn’t one app—it’s thousands of micro-worlds. Your child’s safety depends on
which communities they’re in.

4. Wink
e Whatitis:

o A swipe-style “meet new people” app that matches users and then pushes them to
exchange Snapchat handles (or other socials) to continue the conversation.

e Popular examples (similar “meet strangers” pipelines):
e Wink

e Yubo (swipe + chat + live)
e Monkey (random video chat)
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¢ Note to add:

e Wink uses “gems”/rewards to keep kids swiping (daily check-ins, engagement loops).
That design isn’t neutral—it’s built to accelerate new connections.

e Some parent-focused safety orgs flag Wink as not suitable for children because it’s
fundamentally a “connect with strangers” product.

e Why kids use it:

e They want more Snapchat friends fast (and “streak™ fuel).
e Validation (likes, matches, attention).
e Curiosity, boredom, and the thrill of meeting someone “new.”

e Why it’s a problem (deeper):

o [tis a stranger-access gateway by design. You’re not starting with “people you know.”
You’re starting with unknowns—and that’s exactly what adult predators want:
frictionless access to minors.

e Age-misrepresentation is easy in this category. Adults can pose as teens, build trust
quickly, then move the conversation off-app (often to Snapchat/Instagram) where
messages can disappear and accountability drops.

e Grooming risk escalates fast because the matching system normalizes intimate, personal
questions early (“Where do you live?”, “Are you home alone?”, “Send a pic to prove it,”
“Let’s FaceTime,” “What school?””). Even when a teen thinks they’re “just chatting,” the
adult can be building leverage for sexual content, meetups, or blackmail.

o Real-world cases exist where adults allegedly used Wink to contact minors:

o United States example: Volusia County, Florida reported a case involving a 29-
year-old man who allegedly met a 12-year-old on Wink and then continued
messaging on Instagram; the sheriff’s office cited the case while urging parents to
learn the apps predators use.

o International example: UK police reported an offender used Snapchat and an app
called Wink to befriend 12—14-year-olds and solicit indecent images.

e On your Dallas—Fort Worth / Texas request: I looked for DFW-specific and Texas-wide
news stories that explicitly name the Wink app in adult-to-minor cases. I did not find a
DFW/Texas article that clearly names Wink. The most clearly documented examples I
found were outside Texas (Florida) and overseas (UK).

¢ Red flags to watch for:

e Sudden spikes in new Snapchat friends; lots of new adds from unknown people.

e “Older-looking” profiles, or anyone pushing the convo to Snap/IG immediately.

e Secretive behavior: phone turned away, app-swapping when you approach, clearing
chats.

e Sexualized compliments, pressure for photos/video, or talk about meeting up.

e Your teen saying “they’re my age” but refusing to show who it is or how they verified.
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e What parents can do:

e Make this a hard boundary for minors: delete Wink and other “friend finder / swipe to
meet” apps.
e Ifyour child uses Snapchat:
o Set contact/add settings to friends-only, reduce “Quick Add,” and turn off
location sharing (Snap Map).
o Make a house rule: no adding anyone they haven’t met in real life (period).
e Operationalize accountability:
o Require app installs to be approved.
o Monthly “walkthrough” of friend lists + privacy settings (not a one-time talk).
o Upgrade the reporting muscle:
o If a stranger asks for photos, video, secrecy, or meetups: stop, screenshot, block,
report, tell an adult immediately.

e Key takeaway for parents:

e Wink isn’t “just another social app.” It’s a stranger-to-Snap pipeline that lowers the cost
of access to your kid. For minors, that’s a strategic no.

5. What You Can Do

e Don’t just ask, “What apps do you use?” Ask, “What do you /ike about each app?” or
“What’s the weirdest thing you’ve ever seen on there?”

e Download the apps yourself. Explore them. Stay curious—not controlling.

e Use device settings and screen time limits to create natural breaks.

6. Helpful Sites to Explore:

o www.commonsensemedia.org/app-reviews (Detailed app safety reviews)

o www.protectyoungeyes.com (Real-time safety updates by app)

o www.bark.us/blog/dangerous-apps-for-kids (Breakdown of high-risk apps)

o www.cyberwise.org (Digital literacy for parents and educators)

o www.connectsafely.org/parentguides (App-specific guides and family contracts)

Reminder: The goal isn’t to raise a kid who never sees risky content—it’s to raise a kid who
tells you when they do. Apps will change. Trends will change. Predators and peer pressure will
not. What protects your child long-term is a relationship where they can say, “Something weird
happened,” without fear of losing their phone, unless this is the appropriate response.
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4. Dangerous Challenges and Trends

Some trends look like games. But they aren’t. They’re dangerous. They’re manipulative. And
some are deadly.

The Blue Whale Challenge

A “handler” assigns your child 50 tasks. It starts with waking up at odd hours. Watching horror
films. Isolating. Then it escalates: Self-harm. Silence. And on Day 50?7 Suicide.

Governments banned it. TikTok and YouTube flagged it. But it still slips through.
This is what our kids are navigating.

The Benadryl Challenge

Teens take dangerous amounts of Benadryl to hallucinate. Some end up in the ER. One girl never
woke up.

The FDA issued warnings. Videos were removed. But the idea is already out there.
Chroming

This one breaks hearts. Kids inhale chemicals—spray deodorant, paint, glue—for a quick high.
One time can cause brain damage. Or death. No warning. No second chance.

Other Alarming Trends:

e Orbeez Challenge: Shooting strangers with gel beads.
o Devious Licks: Destroying school property and bragging about it online.
e Blackout Challenge: Choking themselves to feel a high. Many don’t survive.

e 52% of parents are unaware these challenges are deadly.
o Texas saw a 40% spike in poison control calls from Benadryl overdoses.
e Tide Pod ingestion rose 400% in 2018.

Talk Tip: “Have you ever seen a challenge that didn’t feel right?” Let them know they’re safe
talking to you.

More trends: www.smartsocial.com/dangerous-challenges
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5. Sextortion: The Hidden Threat

This isn’t a far-off fear—it’s a real, present danger affecting kids and teens in every state, every
city, and often, every school.

A child thinks they’re flirting with someone their age. The conversation feels fun—exciting
even. The person on the other end seems kind, funny, understanding. Then comes the request:
“Send me a photo.”

Sometimes it happens fast. Sometimes it’s weeks of grooming.

But once that image is sent, the tone changes. Suddenly, the person isn’t friendly anymore.
They’re threatening:

“Send more—or I'll send this to everyone you know.” “Pay me—or your school sees it.” “You
think I won’t? I already found your mom’s Facebook.”

Many kids feel trapped. Terrified. Ashamed. Alone.

What You Need to Know:

e Over 30,000 sextortion cases were reported in 2024 alone, according to the FBI.

o Instagram and Snapchat are the most commonly used platforms to initiate these
schemes.

o The predators are not always adults. Some are teens. Some are part of organized crime
networks overseas.

o Boys are especially targeted for financial sextortion. Girls are often targeted for repeated
exploitation.

What You Can Do:

o Stay calm if your child comes to you. Don’t yell, panic, or punish. This may be the
bravest thing they’ve ever done.

e Do not screenshot or forward the image. It may be illegal, even if your intention is to
report it.

e Report it to police and the FBI immediately. These cases are taken seriously—and your
child is not alone.

e Preserve the evidence. Save usernames, messages, and platform names. Take notes with
dates and descriptions.

e Let your child know it’s not their fault. The shame belongs to the predator—not the
victim.

How to Start the Conversation:

“Have you ever had someone online ask you for a picture that made you uncomfortable?”
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Let them know they can always tell you anything—without judgment.
Real-Life Resources:

o FBI's Sextortion Prevention & Reporting Page: www.fbi.gov/how-we-can-help-
you/safety-resources/scams-and-safety/sextortion

e National Center for Missing and Exploited Children (NCMEC):
www.missingkids.org/netsmartz/topics/socialmedia

e Take It Down Tool (for image removal requests):
www.missingkids.org/ContentSitePages/TakeltDown

e Report Sextortion to CyberTipline: www.cybertipline.org

Sextortion thrives in silence. Break that silence by being the safe, steady presence your child
needs most.

And remind them: No mistake makes them unlovable. No threat is bigger than your love.

6. Hidden Apps and Digital Disguises

You might think you’ve seen everything on your child’s phone. But these days, even a calculator
might not be what it seems.

Some apps are designed to deceive. On the surface, they look harmless—Ilike a weather app,
calculator, or music player. But behind a passcode? They open to hidden photo albums, secret
message threads, and even encrypted files.

These are called vault apps—and they’re growing in popularity.

Common Vault Apps Disguised as Tools:

e Calculator% (or Calculator#): Looks like a normal calculator, but stores hidden
photos/videos.

e Audio Manager: Functions like a sound control app but hides files behind long-tap
functions.

o KeepSafe or Vaulty: Promoted as privacy tools but commonly used by teens to hide
images or texts.

Many of these apps allow:
e Decoy passcodes (one for parents to see, one for real use)

e Hidden file storage
o Stealth installation (icon name changes, ghost modes)

39



Anonymous Apps That Give Strangers Access:

e Omegle: Random video chat with strangers. No profiles. No filters. Anything goes.

e Kik: Encrypted and anonymous, often used for inappropriate messaging.

e Zoom: While normally used for school, some teens have used private Zoom links to
engage with strangers.

e Wink, Hoop, Yubo: Apps that let users “match” with strangers to talk or add on
Snapchat.

These apps aren’t inherently illegal—but they make it far too easy for predators or peers to
pressure kids into risky, private interactions.

What You Can Do:

o Ask open questions: “Have your friends ever mentioned hidden apps or dummy
accounts?”

e Look at their app store history. Even deleted apps may show up in download history.

e Stay curious, not controlling. You don’t have to know every secret—but you can help
them learn what’s worth keeping in the light.

Helpful Tools and Articles:
o Protect Young Eyes vault app list: www.protectyoungeyes.com/apps

» Internet Matters parental control resources: www.internetmatters.org
e Common Sense Media hidden app reviews: www.commonsensemedia.org/app-reviews

Sometimes, the most dangerous app isn’t the one you see—it’s the one they don’t want you to
find. But the more open your conversations, the fewer secrets your child feels they need to
keep.Vault apps like “Calculator%” or “Audio Manager” aren’t what they seem. Inside, they’re
often hiding photos, videos, or messages.

Anonymous platforms like Omegle, Zoom, or Kik allow complete strangers into your child’s
room. Literally.

Ask: “Have your friends ever mentioned hidden apps?” It opens the door gently.

7. Staying Connected Without Smothering
Let’s be honest: parenting in the digital age can feel like walking a tightrope. You want to give
your kids freedom—but also keep them safe. You want to respect their privacy—but also make

sure no one is taking advantage of their trust.

And maybe you’re asking yourself: How do I stay close without crossing a line?
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Start here:

e Learn the apps. Download them. Explore them. Let your child teach you how they use
them.

o Ask questions—without accusation. Not “Why are you on this?” but “What do you like
about this?”

o Know their passwords. Not as a power move—but because their safety matters more
than their secrecy. And explain that.

o Expect hidden accounts. Teens often create multiple profiles—some for friends, some
to hide from adults. That’s not betrayal—it’s part of their learning curve.

e Create check-in times. Make digital check-ins a part of your rhythm. Not random phone
grabs. Not harsh interrogations. Just open moments of trust-building.

Try saying: “I’m not trying to catch you. I’m trying to protect you.”

Sometimes, what they need most isn’t a rule—it’s a relationship. And the more connected they
feel to you, the more confident they’ll be in facing the online world with wisdom.

Helpful Tools and Insights:

o Family tech contract templates: www.connectsafely.org/family-contracts

o Tips for positive digital parenting: www.commonsensemedia.org/articles/how-to-model-
good-digital-habits

o Relationship-based guidance for parents: www.parentandteen.com

In the end, the goal isn’t to control your child—it’s to coach them. To walk alongside them as
they learn how to navigate both real and digital life, with courage and clarity.

8. The Warning Signs: When Something’s Off

Sometimes, the loudest cries for help are the quietest shifts in behavior.

Your child may not always say, “Something’s wrong.” But they may show you—if you’re
paying attention.

Gentle Clues That Deserve Your Attention:

e Becoming unusually secretive or withdrawn

o Losing interest in hobbies or favorite things

o Changes in sleep or eating habits

e Quickly switching screens or hiding their phone when you enter the room
e Increased anxiety, especially if they’re separated from their phone

o Physical warning signs like unexplained bruises, burns, or chemical smells
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These behaviors don’t always mean danger. But they always mean they need you—your time,
your presence, and your gentle attention.

Whether it’s digital stress, peer pressure, grooming, self-harm, or something else, your response
sets the tone for healing.

Try:
“I’ve noticed you seem a little off lately. You don’t have to talk right now, but I’'m here
whenever you’re ready.”

You’re not overreacting by asking. You’re showing love in action.

Backed by Experts:

e According to the American Academy of Pediatrics, sudden changes in sleep, appetite, or
emotional state can be signs of emotional distress, cyberbullying, or online abuse.

o NetSmartz, a program of the National Center for Missing and Exploited Children, lists
secrecy, fear around devices, and withdrawal as early indicators of potential grooming or
sextortion.

o Mental Health America reports that social isolation, screen-related anxiety, and hiding
devices are common signs of screen addiction, exposure to harmful content, or online
trauma.

Resources to Learn More:

e National Center for Missing and Exploited Children — Netsmartz:
www.missingkids.org/netsmartz

e Mental Health America — Parenting Resources: www.mhanational.org/parenting

e American Academy of Pediatrics — Digital Media Guidelines: www.healthychildren.org

o Stop It Now! — Warning Signs and Conversations: www.stopitnow.org

9. If Something Happens: Stay Calm, Act Wisely

The moment your child tells you something’s wrong—or you discover it yourself—can feel like
a tidal wave.

Your heart races. Your stomach drops. You may feel anger, panic, or heartbreak. But here’s what
your child needs most in that moment:

Your steadiness.

They don’t need a lecture.
They don’t need punishment.

42


http://www.missingkids.org/netsmartz
http://www.stopitnow.org/

They need to see your love is stronger than the mistake, scarier than the threat, and bigger than
the shame.

What NOT to Do:

« X Don’t panic. Breathe. Take a moment before responding.

« X Don’t threaten to take away their phone or device. This often stops future disclosures.

« X Don’t blame or shame them. Even if a mistake was made, they’re likely already
overwhelmed with guilt or fear.

« X Don’t share or screenshot any harmful or explicit content. Even with good intentions,
possessing or forwarding it can be illegal.

What TO Do:

. Tell them they’re safe. Out loud. “I’m so proud you told me. You’re not alone.”

. Preserve the evidence—securely. Write down usernames, take notes on what
happened, and save messages using official reporting tools (not screenshots).

. Contact law enforcement. They’ve seen this before. Let them help.

. Reach out to a school counselor, therapist, pastor, or another trusted adult. Your child
may need more support than you can give alone—and that’s okay.

Try saying:
“Nothing you tell me will make me stop loving you. I’'m here. We’ll face this together.”

Expert-Backed Guidance:

o The FBI strongly advises parents not to delete or share explicit images. Instead, report
immediately and preserve digital evidence for investigators.

o Mental Health America emphasizes that emotional regulation by caregivers during a
crisis can directly affect a child’s long-term resilience and trust.

e According to NCMEC, how a parent responds to an online threat determines whether a
child seeks help again—or stays silent.

Learn What to Do Next:

e FBI Sextortion & Online Exploitation Reporting Guide: www.fbi.gov/how-we-can-help-
you/safety-resources/scams-and-safety/sextortion

e National Center for Missing & Exploited Children — Reporting Portal:
www.cybertipline.org

e Common Sense Media — Supporting Kids in Crisis:
www.commonsensemedia.org/articles/helping-kids-with-trauma-grief-and-loss

e Stop It Now! — How to Talk to a Child in Crisis: www.stopitnow.org/help-
guidance/prevention-tools/ask-now
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10. Talking Their Language: Slang & Codes

Sometimes, it feels like kids are speaking a different language.
In a way, they are.

Online slang evolves fast—so fast, most adults feel like they’re always one step behind. But
understanding just a few key words can open the door to safer, more honest conversations.

This isn’t about decoding everything. It’s about building trust.

Kids use slang for many reasons: to fit in, be funny, stay private, or mask things they’re not
ready to talk about openly. But behind some words, there can be real risks.

Here are just a few examples:

o Cappin’ = Lying or exaggerating

e Smash = Casual sex

e Plug = A person who provides drugs

e Netflix & Chill = A code for hooking up

o KMS /KYS = “Kill myself” or “Kill yourself” — often used jokingly, but still a red flag

e POS = Parent Over Shoulder (used to warn others in chats)

e  GNOC = Get Naked On Camera

e IYKYK=IfYou Know, You Know (inside jokes or references)

o Finsta = A secret or fake Instagram account

e THOT = That Ho Over There (used to label someone as promiscuous, Ho is a slang term
for Whore)

Some of these may be harmless. Others may be signs of something deeper.

If you hear something that concerns you, try saying:
“That’s not a word I know—what does that mean to you?”

Let curiosity guide your tone—not panic. Kids are more likely to open up when they don’t feel
judged.

Why This Matters:
Language is one of the first places signs of bullying, sexting, drug use, or mental health struggles
can appear. If we’re fluent in their world—even just a little—we’re more likely to notice when

something’s off.

Understanding their words helps us protect their world.

More Slang Lists and Tools for Parents:
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e Bark’s Teen Slang Glossary:
www.bark.us/blog/teen-text-speak-codes-every-parent-should-know

e NetSmartz “Into the Cloud” Safety Tools:
www.missingkids.org/netsmartz/home

e Common Sense Media’s Parent Tips on Teen Talk:
www.commonsensemedia.org/articles/how-to-talk-to-teens-about-sexting

e SmartSocial’s Guide to Emojis and Slang:
www.smartsocial.com/post/teen-slang-emojis

11. Tools That Help You Stay Involved

The most powerful parenting tools in the digital world?
Your time. Your attention. Your calm presence.

But let’s be real—technology moves fast. And even the most present parent can’t see everything.

That’s where digital tools can help fill in the gaps—not to replace trust, but to reinforce it.

Parental control apps don’t have to be invasive. Think of them as seatbelts for the internet—
protection you hope you won’t need, but that gives peace of mind.

Here are a few top-rated tools that support safe and balanced digital habits:

% Recommended Parental Control Tools:

e Bark
Monitors texts, emails, social media, and alerts parents to potential risks.
Cost: $5-$14/month
www.bark.us
e Qustodio
Great for screen time tracking, web filtering, and app usage reports.
Cost: Around $55/year
www.qustodio.com
o Canopy
Uses Al to block explicit content in real time—even inside apps.
Cost: $8—$16/month
WWW.Canopy.us
e Google Family Link (Free)
Lets you manage Android devices—location, app downloads, and screen time.
families.google.com/familylink

& Before You Install:

e Let your child know why you're using these tools.
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o Focus on protection, not punishment.
o Use them as a starting point for conversation, not as the end of it.

Try saying:
“J trust you. These tools aren’t about catching you—they’re about protecting you from
things you haven’t even seen yet.”

More Info on Tools That Work:

o VeryWell Family’s App Comparison:
www.verywellfamily.com/best-parental-control-apps-4779963

e Common Sense Media’s Tech & Privacy Center:
www.commonsensemedia.org/privacy-and-internet-safety

o Internet Matters Parental Controls Hub:
www.internetmatters.org/parental-controls

12. Family Agreements That Work

Rules feel different when you help write them.

That’s the heart of a good digital agreement. It’s not about control—it’s about clarity,
communication, and connection. When kids understand the "why" behind the rules, they’re
more likely to respect them. And when they help shape the boundaries, they’re more likely to
keep them.

Think of a family tech agreement as a shared roadmap—not a set of traps.

What to Include:

¢  Where phones are allowed
(Example: No phones at the dinner table or in bedrooms at night)
o When screen time stops
(Example: All screens off by 9 PM on school nights)
o What happens if trust is broken
(Example: “If you delete your history or break an agreement, we pause screen time and
talk about why—not to punish, but to rebuild trust.”)
e How we check in
(Example: Weekly chats about what’s been fun, weird, confusing, or stressful online)
o What parents agree to too
(Yes—modeling matters. Limit your own screen time when you ask them to.)

46


http://www.verywellfamily.com/best-parental-control-apps-4779963

Try saying:
“This isn’t about catching you—it’s about walking through this world together, with
honesty.”

[ Free Templates You Can Use:

e ConnectSafely Family Agreement Templates:
www.connectsafely.org/parentguides

e Google’s Be Internet Awesome Family Pledge:
www.beinternetawesome.withgoogle.com/en_us/family-guide

o Common Sense Media's Device Contract:
www.commonsensemedia.org/family-media-agreement

13. Deepfakes, AL, and What’s Real Anymore?

We used to say, “Don’t believe everything you read online.”
Now? We can’t always trust what we see or hear either.

Thanks to artificial intelligence, it’s easier than ever to:
o Fake someone’s voice with just a few seconds of audio
e Create hyper-realistic videos of people saying or doing things they never did
o Edit photos to look flawless, famous, or completely fake

These are called deepfakes—and they’re getting harder to detect.

Why It Matters for Kids:
e Cyberbullying: A classmate can edit a video to embarrass, shame, or frame someone
e Scams: Scammers might use Al voices to impersonate family members

o Body image issues: Perfect-looking influencers might not even be real people
o Emotional confusion: Kids may struggle to tell what’s real—leading to anxiety or fear

What You Can Do:

e Talk about media manipulation early and often
e Ask open-ended questions, like:

“Have you ever seen a video or photo that felt fake or too perfect?”
e Teach critical thinking:

“Just because it looks real doesn’t mean it is. Let’s check the source together.”
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e Don’t shame them for being fooled. Even adults get tricked. Use it as a teaching
moment.

Helpful Tools:

e Deepfake detection site: www.wired.com/story/how-to-spot-deepfake-video

e Free Al literacy tools for families: www.commonsense.org/education/digital-
citizenship/topic/artificial-intelligence

o Be Internet Awesome (Google): www.beinternetawesome.withgoogle.com

You don’t have to understand every tech detail.
You just have to keep saying:

“If something feels off, let’s talk about it—before we believe it or share it.”

Trust is built when kids know they can come to you with questions—even when the answers are
complicated.

14. You’re Not Alone: Partnering With Support Systems

Let’s say it clearly:
You were never meant to parent through this alone.

The weight of online safety doesn’t just fall on your shoulders.
You have a village. You have options. And you have support.

Who’s In Your Corner?
e School counselors are trained to spot warning signs and offer emotional support
e School Resource Officers (SROs) can help with threats, sextortion, or anything criminal
e Local police departments often have cybercrime units ready to step in

e Youth pastors, coaches, mentors—they’re already investing in your child’s heart

You don’t have to be tech-savvy or have all the right words.
You just have to be willing to reach out.

How to Start the Conversation:
e With a school:

“I’ve noticed some online behavior that concerns me. Can we talk through some
resources or options?”
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e With your child’s mentor or pastor:
“Have you ever talked with kids about online safety? If not, can we work together?”’
e With law enforcement:

“My child received a disturbing message/image. What’s the best way to report and
protect them?”

A Place to Begin:

Learn more about prevention, response, and safety at:
www.icactaskforce.org/internetsafety

You’re not failing because you need help.
You’re protecting your child by using every tool available—including other people.

You’re still the hero in their story.
You just don’t have to be the only one.

15. Moving Forward: How to Stay Engaged

There’s no finish line in digital parenting.
But there is a rhythm—a way to keep showing up without burning out.

You don’t need to be perfect. Just present.
You don’t need to know everything. Just stay curious.

5 Ways to Keep the Momentum Going:

e Stay informed.
Apps, trends, and dangers change fast. Make it a habit to check in once a month.
(Sites like www.commonsensemedia.org or www.protectyoungeyes.com can help.)
e Start the conversation—today.
Not with fear. With curiosity.

“What’s your favorite app right now—and what do you like most about it?”

e Set boundaries that grow with them.

What worked at age 10 won’t work at 15. Review your digital rules together.
e Check devices randomly.

Not to catch them. To care for them.
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“I want to help you stay safe—not make you feel watched.”
e Make digital safety a family value.
Talk about it like you would dinner manners or curfews.

Model it. Live it. Normalize it.

This isn’t a one-time talk.
It’s a lifestyle of connection, protection, and trust.

And you’re already doing it—because you’re here, learning, growing, and showing up.

Keep going. You’ve got this.

16. Legal Rights in Texas

You don’t need to ask permission to protect your child.
Under Texas Family Code Title 5, Section 151.001, you already have the legal authority to:

e Monitor their phone, computer, or tablet use

e Check messages, photos, apps, and browser history

o Set rules for device use, even if the child bought the device
o Limit or revoke access to technology if needed

The law recognizes your duty to safeguard your child’s welfare, and that includes their digital
safety.

But with that power comes responsibility.

(¥ Use it with compassion—not control.
(3 Lead with conversation—not fear.
(¥ Let your child know this isn’t about punishment—it’s about protection.

Source:
Texas Family Code Title 5, Section 151.001 - Rights and Duties of Parents

Parent Tip:
Say, “I have the right to check your phone—but 1'd rather you trust me enough to talk to me

first.”

Because safety isn’t about power.
It’s about presence.
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17. Activities That Build Trust

Building digital safety starts with connection—not control.
When you engage with your child instead of monitoring over them, trust grows.

Try these family-friendly activities that spark conversation, not conflict:

e Decode the Slang Night
Look up slang together. Ask, “Have you ever heard that before?”” Laugh. Learn. Stay
curious.

o App Detective
Go through phones together like a team. Ask: “What’s this one for?” Let your child
explain. No judgment—just exploration.

o Digital Diet
Track screen time as a family. Not to shame—but to reset. Discuss what feels healthy for
everyone, parents included.

More Ideas & Tools:

o Be Internet Awesome by Google — Family-friendly games that teach safe habits -
https://beinternetawesome.withgoogle.com/en_us

o CyberWise — Parent-focused digital literacy resources - https://www.cyberwise.org

o« XNSPY: Dangerous Apps for Kids — Updated lists of risky apps to watch for -
https://xnspy.com/blog/dangerous-apps-for-kids.html

e XNSPY: Emoji Meanings Guide — What those symbols really mean -
https://xnspy.com/blog/emoji-meanings.html

18. Resource List

www.bark.us

www.smartsocial.com/dangerous-challenges
www.parents.com/kids/safety/internet/best-phones-for-kids
www.commonsensemedia.org/app-reviews
www.icactaskforce.org/internetsafety
www.missingkids.org/netsmartz/topics/socialmedia
www.fbi.gov

www.cyberwise.org

wWwWw.protectyoungeyes.com

www.parentswhofight.com
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You made it to the end of this guide. That means you care. That means
you're already doing the most important part of digital safety:

Being there.
Let’s keep doing this—together.

Because we believe in Partnership with the Community
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